Privacy Policy

This Privacy Policy is effective from 2nd August 2024.

Version Number: 2.4

This Privacy Policy (“Policy”) explains how we collect, use, and process
your personal data when you use our website https://wise.com ("Website"),
our web application (“Web App"), our mobile app (“App”) and email
messages that we send to you (jointly called “Services"). If anything here
applies to only one of our Services or to customers in a particular country,
we'll explicitly point this out to you.

For Australia, Brazil, Canada, Hong Kong, India, Indonesia, Israel, Japan,
Malaysia, Mexico, Philippines, Singapore, South Korea, Turkiye, UAE, and
USA

By continuing your interactions with us, such as by submitting information to
us, or using our Services, you confirm that you understand and consent to
the collection, use, disclosure, and processing of your personal data (or the
personal data of any individual you provide) as described in this Privacy
Policy.

For USA

Please note personal information relating to U.S. users that we collect in
connection with the solicitation and/or provision of our payment services is
subject to our Consumer Privacy Notice. In the event of conflict or
inconsistency between this Privacy Policy and our Consumer Privacy
Notice, the Consumer Privacy Notice will apply to that information. Other
information we collect from our U.S. users will be subject to the provisions
of this Privacy Policy.

A PDF of this Privacy Policy available for printing is available here.

1. Data Controller

2. Data we collect about you

3. How we protect your personal information

4. Ways we use your information

5. Disclosure of your personal data
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Appendix - Data Controllers

To help you understand the Privacy Policy, we have introduced a summary
below. Please hover over the information icon "(i)" for a short explanation. In
case of a conflict, please refer to the text in the section.

1. Data Controller

The Data Controllers for the collection, processing and use of personal
information are listed in the table below. If you have any questions about
how we protect or use your data, please email us at privacy@wise.com.

2. Data we collect about you

Personal data, or personal information, means any information about an
identified or identifiable individual. It does not include anonymous data,
which cannot be linked back to the individual. We will collect and process
personal data about you as follows:

2.1 Information you give us.
e You may give us information about yourself when you sign up to use
our Services, e.g. when you provide us with personal details including

your name and email address. This also includes information you
provide through your continued use of our Services, your participation
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in discussion boards or other social media functions on our Website
or App, through entering a competition, promotion or survey, and by
reporting problems with our Services. Additional information you give
us for security, identification and verification purposes may include
your address, phone number, financial information (including credit
card, debit card, or bank account information), payment reason,
geographical location, social security/insurance number, national
identification number, personal description, photograph, tax reference
number, proof of address, proof of residency, passport and/or
National ID. If you fail to provide any of this information, it might affect
our ability to provide our Services to you.

o For Brazil: This also includes the registry number of Cadastro de
Pessoas Fisicas do Ministério da Economia — CPF/ME.

The content of your communications with us, which we collect via
telephone call recordings, online chat, emails, direct messaging and
other means.

In some cases, including when you send or receive high value or high
volume transactions, or where we need to comply with anti-money
laundering regulations, we may also need more identification
information from you, including a copy of your bank account
statements.

For New Zealand:

o Where we request further information from you to comply with
our anti-money laundering obligations, we are doing so under
the Anti-Money Laundering and Countering Financing of
Terrorism Act 2009. Providing such information to us is
mandatory.

o You have the right to request access to and correction of
personal information that we hold about you. If you would like to
make a request, please submit it in writing to
privacy@wise.com.

In providing the personal data of any individuals other than yourself,
including connected persons, you confirm that you have obtained
consent from such individuals to disclose their personal data to us or
are otherwise entitled to provide this information to us. You also
confirm that you have brought this Policy to their attention if legally
necessary, and have received their consent to our collection, use and
disclosure of such personal data for the purposes set out in this
Policy. The term ‘connected person’ means an individual connected to
Wise through the use of our Services and could be an account holder,
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payment beneficiary, recipient of a designated payment, guarantor,
director, shareholder, partners or members of a partnership, trustee,
authorised signatory of a designated account, a friend you have
recommended, individuals in your contact list or any other person
who has a relevant relationship with Wise.

e |f you enable your discoverability feature for some of our Services we
will generate a link and a nickname on your behalf to be shared. Such
a link may include your name, business name, account details,
nickname and, at your option, your avatar or photograph.

e Please ensure that your personal data is current, complete and
accurate by logging onto your account and updating it whenever
necessary.

2.2 Information we collect about you. When you use our Services, we may
collect the following information:

e details of the transactions you carry out when using our Services,
including the geographic location from which the transaction
originates;

e technical information, including the internet protocol (IP) address
used to connect your device to the internet, your login information,
browser type and version, time zone setting, browser plug-in types
and versions, operating system and platform, and, if you've installed
the App, installed applications on your mobile device that have remote
access permissions;

e information about your visit, including the full Uniform Resource
Locators (URL) clickstream to, through and from our Website or App
(including date and time), products you viewed or searched for, page
response times, download errors, length of visits to certain pages,
page interaction information (including scrolling, clicks, and
mouse-overs), and methods used to browse away from the page and
any phone number used to call our Customer Support service;

e information about your marketing and communication preferences.

2.3 Information we receive from other sources. We may receive information
about you if you use any of the other websites we operate or the other
services we provide. We also work closely with third parties and may
receive information about you from them. This may include:

4/29



e the payment service providers you use to transfer money to us will
provide us with your personal information, including your name and
address, as well as your financial information, including your bank
account details;

e the bank whose account you link to your Wise account for the
purpose of satisfying regulatory verification may provide us with your
name, address and financial information, including source of funds
and bank statement information;

e if you are a ‘connected person’ for a Wise customer, then that Wise
customer may provide your personal information to us:

o Payment beneficiaries: name, account details, email, and
additional verification information if requested by the recipient
bank.

o Directors and ultimate beneficial owners: name, date of birth
and country of residence.

e business partners may provide us with your name and address, as
well as financial information, including card payment information;

e advertising networks, analytics providers and search information
providers may provide us with pseudonymised information about you,
including confirmation of how you found our website;

e in some jurisdictions, we may check the information you have
provided to us with governmental or private identity record databases,
with fraud prevention agencies, or with credit reference agencies to
confirm your identity and to combat fraud.

2.4 Information from social networks.

e If you log into our Services using your social network account
(including Apple ID, Facebook or Google) we will receive relevant
information that is necessary for us to enable our Services to
authenticate your access. The social network will provide us with
access to certain information that you have provided to them,
including your name, profile image and email address, in accordance
with the social network service provider’s privacy policy. We use such
information, together with any other information you directly provide
to us when registering or using our Services, to create your account
and to communicate with you about the information, products and
services that you request from us. You may also be able to
specifically request that we have access to the contacts in your social
network account.
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2.5 Sensitive data.

e As part of our identity verification process we collect, use and store
biometric data, namely:

o We extract face scan information from photos and videos to
compare pictures of you on identity documents with each other
and with a selfie that you provide to verify your identity and for
anti-fraud checks, and to improve these processes. We may ask
you to specifically consent to the collection, use and storage of
your biometric data during the verification process, where
privacy regulations require it in your jurisdiction. If you do not
consent, we offer alternate methods to verify your identity
which may take longer. The same documents and photos are
required for both processes. We will not disclose or disseminate
any biometric data to anyone other than our identity verification
providers, or when required by applicable laws and regulations,
or pursuant to a valid order from a court. We never sell, lease,
trade or otherwise benefit from your biometric data. We will
retain biometric data for the period necessary to complete the
identity verification process, and in any case no longer than 1
year after collection, unless required by law or legal process to
keep it longer.

m For USA: See our US Facial Scan Privacy Notice for more
information on how we process this data;

o We monitor the way you login and interact with our website or
app in order to validate your identity and support the detection
of fraudulent and suspicious attempts to access your Wise
Account;

o If you consent to linking your bank account to your Wise
account for the purpose of satisfying regulatory verification, we
may also process a limited amount of sensitive data when we
carry out verification of your financial documents.

e Your jurisdiction may have rules that classify other information
described in section 2 as sensitive. All sensitive information is subject
to appropriate levels of protection;

e For India: We may collect your Aadhaar-related data, including your
demographic details for the purposes of verifying your identity to use
our Services. We collect your Aadhaar data based on your voluntary
and informed consent. Please note that the provision of your Aadhaar
related data is voluntary, and you may choose to provide us with other
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officially valid documents notified by financial regulators such as
passport, voter identification document and driving licence for such
purposes. You will not be denied the Services in the event you choose
not to provide us with your Aadhaar related data.

2.6 Children's data. Our products and services are directed at adults, and
are not intended for children. We therefore do not knowingly collect data
from children. Any data collected from a child before their age is determined
will be deleted.

3. How we protect your personal information

3.1 We take the safeguarding of your information very seriously. The
transmission of information via the internet is not completely secure.
Although we do our best to protect your personal data, we cannot guarantee
the security of your data during transmission, and any transmission is at
your own risk. Once we have received your information, we use strict
procedures and security features to ensure it stays secure, including:

e Communications over the Internet between you and Wise systems are
encrypted using strong asymmetric encryption. This makes it
unreadable to anyone who might be listening in;

We update and patch our servers in a timely manner;
We run a Responsible Disclosure and bug bounty program to identify
any security issues in Wise services;

e Our technical security team proactively monitors for abnormal and
malicious activity in our servers and services;

e When information you've given us is not in active use, it is encrypted
at rest.

You can find out more from our Security page.

3.2 We are regularly audited to confirm we remain compliant with our
security certifications, including SOC 2 and PCI-DSS. As part of these
audits, our security is validated by external auditors.

3.3 We restrict access to your personal information to those employees of
Wise who have a business reason for knowing such information and third
party service providers' processing data on our behalf. All Wise employees
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who have access to your personal data are required to adhere to this Policy
and all third-party service providers are requested by Wise to ensure
appropriate safeguards are in place. In addition, contracts are in place with
third-party service providers that have access to your personal data, to
ensure that the level of security and protective measures required in your
jurisdiction is in place, and that your personal data is processed only as
instructed by Wise.

3.4 We continuously educate and train our employees about the importance
of confidentiality and privacy of customer personal information. We maintain
physical, technical and organisational safeguards that comply with
applicable laws and regulations to protect your personal information from
unauthorised access.

4. Ways we use your information

4.1 Lawful basis: We will only use your personal data when the law allows us
to. Depending on the country in which you are in, we rely on the following
legal bases to process your personal data:

e Where you have given us your consent to process your data - please
note that when we are processing your personal data on the basis of
consent, the applicable local regulations apply;

e Where it is necessary for our legitimate interests (or those of a third
party) and your interests and fundamental rights do not override those
interests;

e Where we have a legal obligation to process your personal data to
comply with laws, regulations or court orders;

e Where it is necessary to fulfil our obligations under a contract with
you;

e Where itis necessary to protect the vital interests of yourself or other
individuals.

4.2 Purposes for which we will use your personal data: the ways we plan to
use your personal data are described below, including which of the legal
bases we rely on to do so in the UK, the EU, Turkiye and Brazil (*only
included as a lawful basis under the LGPD). We have also identified what
our legitimate interests are where appropriate.
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to carry out our obligations relating to your contract with us for
provision of payments services and multi-currency accounts

Lawful basis for processing, including basis of legitimate interest:
Necessary to fulfil our obligations under a contract

to provide you with information, products and services

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to keep our records up-to-date, decide which of
our products and services may be of interest to you, to tell you about
them and deliver them to you)

Where you've consented for us to process your personal data in a
certain way

to comply with any applicable legal and/or regulatory requirements,
including to respond to requests from public and government
authorities, including public and government authorities outside your
country of residence, upon demonstration of lawful authority, and to
comply with court orders from the relevant jurisdiction.

Lawful basis for processing, including basis of legitimate interest:
Legal obligation

Necessary to fulfil our obligations under a contract

Legitimate interest (to be efficient about how we meet our legal
obligations and to comply with regulations that apply to us)

Credit protection, including the provisions of the relevant legislation*
The regular exercising of rights in judicial, administrative or arbitral
proceedings*

to prevent and detect crimes, including fraud and financial crime
Lawful basis for processing, including basis of legitimate interest:
Legal obligation

Legitimate interest (to detect and prevent criminal activity in
connection with our Services and improve how we manage instances
of suspected financial crime)

Credit protection, including the provisions of the relevant legislation*
to notify you about changes to our Services and send you other
administrative information

Lawful basis for processing, including basis of legitimate interest:
Legal obligation

Legitimate interest (to provide you with a good customer service and
keep you up-to-date with new developments)

Necessary to fulfil our obligations under a contract

as part of our efforts to keep our Services safe and secure

Lawful basis for processing, including basis of legitimate interest:
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Legal obligation

Legitimate interest (protecting our customers and ourselves from loss
or harm)

Necessary to fulfil our obligations under a contract

to administer our Services and for internal operational, planning, audit,
troubleshooting, data analysis, testing, research, statistical and survey
purposes

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to keep our records up to date, efficiently fulfil our
legal and contractual duties, carry out our administrative operations,
and develop new and existing products and services)

to undertake system or product development, including helping third
party suppliers improve the services they provide to us, to improve
our Services and to ensure that they are presented in the most
effective manner

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to develop existing and new products and
services and to efficiently meet our legal and contractual obligations)
to allow other Wise customers to request or send money to you
through our services when providing information that matches your
phone number or email address

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to provide an efficient and innovative service to
our customers)

Necessary to fulfil our obligations under a contract

to measure or understand the effectiveness of advertising we serve
and to deliver relevant advertising to you

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to market our products and services in the most
efficient manner)

Where you've consented for us to process your personal data in a
certain way.

to allow you to participate in interactive features of our Services,
when you choose to do so

Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to provide an efficient and innovative service to
our customers)

Where you've consented for us to process your personal data in a
certain way.

10/29



e to use your email address to provide you with information about other
similar goods and services we offer
Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to market our products and services)

Where you've consented for us to process your personal data in a
certain way

e to provide you, or permit selected third parties to provide you, with
information about goods or services we feel may interest you.
Lawful basis for processing, including basis of legitimate interest:
Where you've consented for us to process your personal data in a
certain way.

e to take steps to recover amounts owed to us, including via insurance
claims, and to allow us to pursue available remedies or limit damages
that we may sustain
Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to protect our assets)

Credit protection, including the provisions of the relevant legislation*

e to allow a third party or a financial institution that sent money to
recover money received by you in error or due to fraud
Lawful basis for processing, including basis of legitimate interest:
Legal obligation
Legitimate interest (to allow third parties to recover funds)

e to verify information you provide to us and to enforce our Customer
Agreement with you
Lawful basis for processing, including basis of legitimate interest:
Legitimate interest (to protect our assets)

e 0N rare occasions, to help safeguard our customers, employees or
other individuals by notifying the emergency services
Lawful basis for processing, including basis of legitimate interest:
Vital interest

e For UK: to carry out our obligations relating to your contract with us
for provision of the Company Formation Services
Lawful basis for processing, including basis of legitimate interest:
Necessary to fulfil our obligations under a contract

5. Disclosure of your personal data

5.1 We may share your personal data with the following third parties:
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affiliates, business partners, suppliers and subcontractors for the
performance and execution of any contract we enter into with them or
you and to help them improve the services they provide to us;
advertisers and advertising networks to select and serve relevant
adverts to you and others;

analytics and search engine providers that assist us in the
improvement and optimisation of our site;

our group entities and subsidiaries, which can be found by clicking
here;

in the event that we sell any of our business or assets or combine with
another organisation, in which case we may disclose your personal
data to the prospective buyer of such business or assets or
prospective organisation with which our business or assets may be
combined;

limited information is sent to payment beneficiaries when you initiate a
payment transaction;

if we are under a duty to disclose or share your personal data in order
to comply with any legal obligation, or in order to enforce or apply our
Customer Agreement and other applicable agreements, or to protect
the rights, property, or safety of Wise, our customers, our employees
or others;

to prevent and detect fraud or crime and to assist us in conducting or
co-operating with investigations of fraud or other illegal activity where
we believe it is reasonable and appropriate to do so;

in response to a subpoena, warrant, court order, properly constituted
police request or as otherwise required by law;

to assess financial and insurance risks;

to recover debt or in relation to your insolvency or to allow a party or a
financial institution that sent money to recover money received by you
in error or due to fraud;

to develop customer relationships, services and systems; and

if you consent, to share your details when using our Services

5.2 If your discoverability feature is enabled, Wise customers can search for
you via your nickname, or the email address or phone number registered to
your Wise account. You can manage this discoverability feature under your
account settings. You can also generate a link to share with any users to
make it easier to send and receive money.
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5.3 If you would like further information about who we have shared your
data with, or to be provided with a list specific to you, you can request this
by writing to privacy@wise.com.

6. EEA (European Economic Area) - disclosure of your personal
data

If you are an EEA resident holding a balance with us (Multi-Currency
Account), we are legally obliged to disclose the following personal data to
the Central Point of Contact of the National Bank of Belgium (“CPC")

On a continuous basis:

e Belgian bank and payment accounts and powers of attorney on these
accounts. For each account, the account number, the capacity of the
customer (account holder or proxy holder) and the start or end date of
the account must be reported;

e the existence of certain financial contracts concluded in Belgium:
start or end date of the contractual relationship with the customer and
type of contract;

e the existence of certain financial transactions involving cash: the type
of transaction, the capacity of the customer (the customer
himself/herself or his/her authorised representative) and the date of
the transaction.

Periodically:

e the amount standing to the credit of the relevant cash accounts on
June 30, and December 31, of each calendar year;

e the "aggregate amount” of such investment services contracts, i.e.,
the value of the assets under our custody and our liabilities to clients
under those contracts on June 30, and December 31, of each
calendar year.

To enable identification of the persons behind these accounts, financial

contracts and transactions involving cash, we must also report the following
information:
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e for natural persons: National Register number (or BIS number) or,
failing that, name and first name, date of birth, place of birth (optional)
and country of birth;

e forlegal persons: number under which they are registered at the
Crossroads Bank for Enterprises or, failing that, full name, legal form,
if any, and country of establishment.

This data is recorded by the CPC and kept for a period of 10 years. The CPC
keeps a list of the information requests it receives for five years.

Under strict conditions, the CPC may disclose this data to the Belgian tax
authorities and other authorities and persons that are legally entitled to
request information from the CPC. The data may be used in the context of
(i) tax-related inquiries, (ii) the investigation of criminal offences, (iii) the
combatting of money laundering, terrorist financing and serious criminal
offences, and (iv) for any other purpose authorised under Belgian law.

You have the right to consult the data linked to your name by the CPC at the
National Bank of Belgium (Boulevard de Berlaimont 14, 1000 Brussels). You
also have the right to ask, preferably via us, for any inaccurate data
recorded by the CPC and linked to your name to be corrected or deleted.
You may do so by visiting the NBB's website and following the stipulated
process.

7. Japan - disclosure of your personal data

In section 7, ‘we’ refers to Wise Payments Japan K.K.

We do not disclose your personal data to any third parties unless consented
by you or otherwise permitted by applicable law.

We may entrust your personal data to third-party service providers, in which
case we will execute a service contract with such third parties and
supervise them to secure your personal data.

We jointly use your personal data described in Section 2 of the Privacy
Policy with Wise Payments Limited (registered in England and Wales
(company number 07209813) with its registered office at TEA Building 56
Shoreditch High Street London E16JJ), a payment services provider
registered as a money services business by Her Majesty's Revenue and

14/29


https://www.nbb.be/en/central-credit-register/central-point-contact-accounts-and-financial-contracts-cpc

Customs (HMRC) and under the supervision of the United Kingdom
Financial Conduct Authority (FCA), for the purposes described in Section 4
of our Privacy Policy. The responsible party for this joint use is Wise
Payment Japan K.K., with headquarters at 2-13-12, Nihonbashi, Chuo-ku,
Tokyo, 103-0027. Please contact us at privacy@wise.com for details of the
representative director.

8. Sharing and storing your personal data

8.1 While our main processing centres are in the UK and the EU, we may
transfer your data to and store it in countries outside of your jurisdiction,
which do not offer an equivalent level of protection to your country. It may
also be processed by staff operating outside of your jurisdiction. Such staff
may be engaged in activities that include the fulfiiment of your payment
order, the processing of your payment details and the provision of support
services. We will take all steps reasonably necessary to ensure that your
data is treated securely and in accordance with this Policy.

8.2 In the above cases, we ensure that appropriate safeguards, including
Standard Contractual Clauses and/or International Data Transfer
Agreements, are in place. A copy of these documents can be provided by
sending a request to privacy@wise.com.

8.3 In Switzerland, we ensure that such safeguards are in place unless we
can rely on an exception. An exception may apply, for example, in case of
legal proceedings abroad, but also in cases of overriding public interest or if
the performance of a contract requires disclosure, if you have consented or
if data has been made available generally by you and you have not objected
against the processing.

8.4 For UK only: Fraud prevention agencies may allow the transfer of your
personal data outside of the UK. This may be to a country where the UK
Government has decided that your data will be protected to UK standards,
but if the transfer is to another type of country, then the fraud prevention
agencies will ensure your data continues to be protected by ensuring
appropriate safeguards are in place.

9. Profiling and automated decision making

15/29


https://wise.com/gb/legal/global-privacy-policy-en##
https://wise.com/gb/legal/global-privacy-policy-en##

9.1 We may use some elements of your data to customise our Services and
the information we provide to you, and to address your needs, including
your country of residence and transaction history. For example, if you
frequently send funds from one particular currency to another, we may use
this information to inform you of new product updates or features that may
be useful for you. When we do this, we take all necessary measures to
ensure that your privacy and security are protected - and we use
pseudonymised data wherever possible. This activity has no legal effect on
you.

9.2 We use automated processes to check that your application to access
Wise services and your use of Wise services meet our required standard,
including verifying your identity, and to help prevent fraud or other illegal
activities. These processes may make an automated decision to reject your
application or a proposed transaction, to block a suspicious attempt to login
to your Wise account, or to close your account. If this happens, you will be
notified and offered the opportunity to provide further information and
challenge the decision through an appeal mechanism, which includes a
manual review. In any case, if you feel that an automated process may have
impacted you, please contact Wise Customer Support.

9.3 Please note that if we, or a fraud prevention agency, determine that a
fraud or money laundering risk is posed, we may refuse to provide the
services requested or we may stop providing existing products and services
to a customer. A record of any fraud or money laundering risk will be
retained by the fraud prevention agencies, and may result in others refusing
to provide services, financing or employment to you.

10. Cookies

We use small files known as cookies to distinguish you from other users and
see how you use our site and products while providing you with the best
experience. They also enable us to improve our services. For detailed
information on cookies and other technologies we use, and the purposes for
which we use them, see our Cookie Policy.

11. Data retention
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11.1 We will retain your personal data only for as long as is necessary to fulfil
the purposes for which we collected it. As a regulated financial institution,
Wise is required by law to store some of your personal and transactional
data beyond the closure of your account with us. We only access your data
internally on a need-to-know basis, and we'll only access or process it if
absolutely necessary.

1.2 For UK only: Fraud prevention agencies can hold your personal data for
different periods of time, and if you are considered to pose a fraud or
money laundering risk, your data can be held for up to six years.

11.3 We will always delete data that is no longer required by a relevant law or
jurisdiction in which we operate. We do this automatically, so you don't need
to contact us to ask us to delete your data. Deletion methods include
shredding, destruction and secure disposal of hardware and hard-copy
records, and deletion or over-writing of digital data.

1.4 Learn more about the retention periods for vour data.

12. Amazon Payment Service Provider Programme

12.1 Wise participates in the Amazon Payment Service Provider Programme
(the "Programme”). If your Wise account details are or have been entered
into Amazon Seller Central, Amazon may ask us to send to them details
about you, your accounts, payments from those accounts since 1st January
2015, and external accounts linked to your Wise account. All payment
service providers participating in the Programme provide the same
information to Amazon.

12.2 The processing purposes and interests are i) required by Amazon to
help them prevent and detect crime and to uphold the standards of conduct
required by Amazon and ii) to help Wise prevent and detect crime.

12.3 In the UK, EEA, Indonesia, Tlrkiye, and Brazil, the lawful basis for
processing is legitimate interests. The interests and processing purposes
are as described in section 12.2.

12.4 In jurisdictions outside the UK, EEA, Indonesia, Turkiye and Brazil, you
consent to this data sharing by continuing to use your Wise account.
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12.5 If you do not wish for Wise to provide the above information to Amazon,
you should not provide your Wise account details to Amazon and you will
not be able to use your Wise account to receive money from your Amazon
storefront.

12.6 This programme does not apply to Wise customers who only buy
products from Amazon and do not sell products on Amazon.

13. Your rights

13.1 Laws applicable in your jurisdiction may grant you certain rights
regarding the information we hold about you. If you have any questions in
relation to our use of your personal information, contact us at
privacy@wise.com.

13.2 Your exercise of these rights may be subject to certain exemptions,
including to safeguard the public interest (including the prevention or
detection of crime), where it is in our interests (including the maintenance of
legal privilege), and where the rights of other persons are involved
(including where your request relates to information about other
individuals).

13.3 We may need to retain certain information for record-keeping purposes
and to comply with our obligations under applicable laws and regulations,
including but not limited to our anti-money laundering obligations, and/or to
complete any transactions that you began prior to requesting a change or
deletion.

13.4 You will not normally have to pay a fee to access your personal data or
to exercise any of the other rights. However, we may charge a reasonable
fee where permitted by local laws or if your request is clearly unfounded,
repetitive or excessive. Alternatively, we could refuse to comply with your
request in these circumstances.

13.5 We may need to request specific information from you to help us
confirm your identity and your right to access your personal data or to
exercise any of your other rights. This is a security measure to ensure that
personal data is not disclosed to any person who has no right to receive it.
We may also contact you to ask you for further information in relation to
your request to speed up our response.
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13.6 If you no longer want to receive marketing-related emails from us, you
may opt-out by following the instructions in any such email. We will try to
comply with your request as soon as reasonably practicable. Please note
that if you opt-out, we may still send you important administrative
messages, from which you cannot opt-out.

13.7 If you would like to make a request, the best way to do so would be to
contact us at the contact details listed in the Appendix.

13.8 Subject to some country-specific variations, you have the right to:

e Request a copy of the personal data we hold about you and to check
that we are lawfully processing it.

e Request correction of the personal data that we hold about you. We
may need to verify the accuracy of the new data you provide to us.

e Ask us to delete personal data where there is no good reason for us to
continue to process it. You may also have the right to ask us to delete
your personal data where (i) you have successfully exercised your
right to object to processing (see below), (ii) where we may have
processed your personal data unlawfully or (iii) where we are required
to delete your personal data to comply with local law. We may not
always be able to comply with your deletion request for specific legal
reasons which will be notified to you, if applicable, in our response to
your request, including financial regulations that may require us to
hold your personal data for a period after the closure of your account.

e Withdraw your consent for us to process data, where our lawful basis
for processing is based on that consent. Note that withdrawal of
consent does not affect the lawfulness of processing which may have
taken place prior to withdrawal of consent. If you withdraw your
consent, we may not be able to provide certain products or services
to you.

e Request us to cease direct marketing to you, or profiling you for the
purpose of direct marketing, by contacting us or adjusting your
notification preferences in the settings section of your account.

e Where we use wholly automated decision making-processes, request
that we provide information about the decision-making methodology
and ask us to verify that an automated decision that results in a legal
impact on you has been made correctly. We may reject the request,
as permitted by applicable law, including when providing the
information would result in a disclosure of a trade secret or would
interfere with the prevention or detection of fraud or other crime.
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However, generally in these circumstances we will verify that the
algorithm and source data are functioning as anticipated without error
or bias or if required by law to adjust the processing.

e Object to any processing based on the legitimate interests ground
when there is something about your particular situation where you
feel processing on this ground impacts your fundamental rights and
freedoms.

e Ask us to suspend the processing of your personal data in the
following situations: (i) if you want us to determine the data's
accuracy; (ii) where our processing of the data is unlawful but you do
not want us to delete it at this time; (iii) where you wish us to retain
the data even if we no longer require it because you need it to
establish, exercise or defend legal claims; or (iv) you have objected to
us using your data but we need to confirm whether or not we have
over-riding legitimate grounds to continue using it.

e Request the transfer of your personal data to a third party or yourself.
We will provide you or your chosen third party with the personal data
you provided to us in a structured, commonly used, machine-readable
format. This right applies only to information where we used the
information to perform a contract with you or where you initially
consented for us to use it.

14. California - your rights

If you are a California resident:

e You may have certain rights under the California Consumer Privacy
Act ("CCPA") regarding your personal data, including:
o The right to be informed of the personal data we collect, use,
and process for purposes listed in section 4. Further detail on:
m the categories of personal data collected,
m the sources from which we collect it,
m the business or commercial purposes of collection,
m as well as the categories of third parties to whom we
disclose personal data, are described within this Privacy
Policy, as supplemented by Wise U.S. Consumer Privacy
Notice.
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o The right to request the specific pieces of personal data that we
have collected about you in the twelve (12) months preceding
your request;

o The right to request deletion of your personal data that we
collected;

o The right to correct any inaccurate information that we hold
about you;

o The right to limit the use of your sensitive personal information
to only that which is necessary for providing products or
services;

o The right to opt-out of the sale or sharing of personal
information, however please note that Wise does not engage in
the sale of personal information as contemplated by the CCPA.
As detailed in this Privacy Policy, we share personal information
with other businesses for a variety of reasons. While we often
benefit from such exchanges, we do not share personal
information for the sole purpose of receiving compensation for
that information; and

o The right not to be discriminated against for exercising any of
these rights.

e You should be aware that this section does not apply to:

o Personal information covered by certain sector-specific privacy
laws, including the Gramm-Leach-Bliley Act and its
implementing regulations, the California Financial Information
Privacy Act, and the Driver’s Privacy Protection Act of 1994; or

o Other information subject to a CCPA exception.

e “Shine the Light" and “Eraser” Laws: you may request a list of all third
parties to which we have disclosed certain information during the
preceding year for those third parties’ direct marketing purposes.

e If you would like to make a request, please submit it in writing to
privacy@wise.com, or by contacting us at +1-888-908-3833. We are
obliged to verify your identity and that you are authorised to receive
this information before fulfilling your request.

15. Other Jurisdictions
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You may also have certain rights regarding the information we hold about
you under other data protection and privacy laws. Please contact us at
privacy@wise.com for more information.

16. Third-party links

Our Services may, from time to time, contain links to the websites of our
partner networks, advertisers and affiliates. Please note that these websites
have their own privacy policies and that we do not accept any responsibility
for them, so if you follow a link, check these policies before you submit any
personal data to these websites.

17. Changes to our Privacy Policy

To keep up with changing legislation, best practice and changes in how we
process personal information, we may revise this Policy at any time by
posting a revised version on this website. To stay up to date on any
changes, check back periodically.

18. Contact

18.1 Please send any questions, comments or requests about this Policy to
our privacy team at privacy@wise.com, where you can also contact our
Data Protection Officer. You can also write to us or our Data Protection
Officer at our registered office that applies to you, as listed in the Appendix.

18.2 If you feel that we have not addressed your questions or concerns
adequately, or you believe that your data protection or privacy rights have
been infringed, you can complain to any supervisory authority or other
public body with responsibility for enforcing privacy laws, as listed in the
Appendix.
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Appendix - Data Controllers

Countr
y or
Region Entity

Registered Office and
Details

Data Protection
Authority

EEA Data Controller:
Wise Europe SA

Rue du Tréne 100, box 3,
1050 Brussels, Belgium

Registration number with
the Belgian Crossroads
Bank for Enterprises:
713.629.988

Belgian Data Protection
Authority
(www.dataprotectionaut

hority.be/)

You can find the list of
other EU data protection
authorities and their
contact details at
(https://edpb.europa.eu/

about-edpb/about-edpb
/members_en)

UK Data Controller:

Wise Payments Ltd.

6th Floor of The Tea
Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(IC0O): 22976089

Information
Commissioner's Office
(1CO) (www.ico.org.uk)

Hong Data Controller:

Kong

Wise Payments Ltd.

6th Floor of The Tea
Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(IC0O): 22976089

Office of the Privacy
Commissioner for
Personal Data (PCPD)
(https://www.pcpd.org.h
k/)

Information
Commissioner's Office
(ICO) (www.ico.org.uk)

23/29


http://www.dataprotectionauthority.be/
http://www.dataprotectionauthority.be/
https://edpb.europa.eu/about-edpb/about-edpb/members_en
https://edpb.europa.eu/about-edpb/about-edpb/members_en
https://edpb.europa.eu/about-edpb/about-edpb/members_en
http://www.ico.org.uk/
https://www.pcpd.org.hk/
https://www.pcpd.org.hk/
http://www.ico.org.uk/

Indone Data Controller:

GoWork, Plaza Indonesia

Ministry of

sia PT. Wise Payments Mall Lantai 5, JI. M.H. Communications and
Indonesia Thamrin Kav. 28-30, Informatics
Jakarta Pusat, 10350, (kontak@kominfo.go.id)
Indonesia
Company number
022107270863
South Data Controller: 6th Floor of The Tea Personal Information

Korea

Wise Payments Ltd.

Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(IC0O): 22976089

Protection Commission
(PIPC)(www.pipc.go.kr)

Information
Commissioner’s Office
(1CO) (www.ico.org.uk)

Turkiye Data Controller:

Wise Payments Ltd.

6th Floor of The Tea
Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(IC0O): 22976089

Personal Data

Protection Authority
(KVKK)
(https://www.kvkk.gov.tr
[en])

Information
Commissioner's Office
(ICO) (www.ico.org.uk)

USA Wise US Inc.

108 West 13th Street,
Wilmington, New Castle,
Delaware, 1980119

Company registration
number: 5035680

Federal Trade
Commission (FTC)

(www.ftc.gov/)
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Canad Wise Payments 99 Bank Street Suite 1420 Office of the Privacy
a Canada Inc. Ottawa ON K1P 1H4, Commission of Canada
Canada (OPC)
(www.priv.gc.ca/en/)

Ontario Corporate Number
(OCN): 1938181
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Brazil

1. Data Controller:
Wise Payments Ltd.

kkk

2. Data Controller:
Wise Brasil Corretora
de Cambio Ltda

*kk

3. Data Controller:
Wise Brasil
Instituicao de
Pagamento LTDa

The "person in
charge" is the person
responsible for
managing a
communication
channel with you. For
the purposes of this
policy, the Wise Data
Protection Officer will
be the "person in
charge" and you can
contact him/her via
email at
privacy@wise.com.

1. 6th Floor of The Tea
Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(ICO): 22976089

Operates as the registered
entity for the multi-currency
card services for payments
not in Brazilian Real

* %k

2. Alameda Rio Claro, 241 -
5th floor, Bela Vista, Sao
Paulo, SP 01332-010, Brazil

CNPJ (tax I.D. number):
36.588.217/0001-0

Registered with the Central
Bank of Brazil as a financial
institution authorised to
operate in the foreign
exchange market

k%%

3. Alameda Rio Claro, 241 -
5th floor, Bela Vista, Sao
Paulo, SP 01332-010, Brazil
CNPJ (tax I.D. number):
40.571.694/0001-31

An electronic money issuer
under the Payment
Institution Regulation of
Brazil and is responsible for
the Brazilian Real Wise

1. Information
Commissioner's Office
(1ICO) (www.ico.org.uk)

k%%

2 & 3. Brazilian data
protection authority
(ANPD)

(www.gov.br/anpd/pt-br

)
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account and Wise
multi-currency card

Austral
ia

Wise Australia Pty
Ltd.

*kkk

Wise Australia
Investments Pty Ltd.

care of TMF Corporate Office of the Australian
Services (Aust) Pty LtdSuit  Information

1, Level 11 66-68 Goulburn Commissioner (OAIC)
Street Sydney NSW 2000 (www.oaic.gov.au/)
Australia

Company registration
number: 616 463 855

Wise Australia Pty Ltd holds
an Australian Financial
Services licence (AFSL:
513764) issued by the
Australian Securities &
Investments Commission
(ASIC)

We are also a Purchased
Payment Facility provider
authorised by the Australian
Prudential Regulation
Authority (APRA)

* %k k

Wise Australia Investments
Pty Ltd. care of TMF
Corporate Services (Aust)
Pty LtdSuit 1, Level 11 66-68
Goulburn Street Sydney
NSW 2000 Australia

Company registration
number: 659 961083

Wise Australia Investments
Pty Ltd holds an Australian
Financial Services licence
(AFSL: 545411) issued by
the Australian Securities &
Investments Commission
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(ASIC) to provide Assets
Investment Service.

India Wise Payments India  B/105, The Capital, G-Block, N/A
Private Limited Plot C-70, Bandra Kurla
Complex, Bandra East,
*kx Mumbai City MH 400051
India
Vaho Forex Private
Limited Corporate identification
number:
U74999MH2016FTC274395
koK sk
4/55WEA Saraswatil Marg
Karol Bagh, New Delhi DL
110005 IN
Japan  Business Operator 2-13-12, Nihonbashi, Personal Information
Handling Personal Chuo-ku, Tokyo, 103-0027  Protection Commission
Information: (PPC)
Wise Payments Corporate number: (www.ppc.go.jp/en/inde
Japan K.K. 4011001100453 x.html)
Singap Wise Asia-Pacific Paya Lebar Link, #13-06, Personal Data
ore Pte. Ltd. Singapore 408533 Protection Commission
(PDPC)
Unique entity number: (www.pdpc.gov.sq/)
201422384R
Philippi Personal Information  WeWork 30th Floor, National Privacy
nes Controller: Yuchengco Tower, RCBC Commission (NPC)

Wise Pilipinas Inc.
Certificate of

reqgistration

Plaza, 6819 Ayala Ave.,
Bel-Air, Makati City 1226

Company registration
number: 2021050013817-03

(www.privacy.gov.ph/)
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Malays Data User:

WeWork Mercu 2, Level 40, Department of Personal

ia Wise Payments No.3, Jalan Bangsar, Data Protection (PDP)
Malaysia Sdn. Bhd. Kampung Haji Abdullah (www.pdp.gov.my)
Hukum, 59200 Kuala
Lumpur, Wilayah
Persekutuan Kuala Lumpur
Company registration
number: 201701025297
New Agency: New Zealand: Office of the Privacy
Zealan Wise Payments Ltd. c/o- TMF Group, Level 11, 41 Commissioner of New
d Shortland Street, Auckland, Zealand (OPC)

1010 New Zealand (www.privacy.org.nz/)

Company registration Information
number: 9429041103456 Commissioner's Office
(1CO) (www.ico.org.uk)

UK:

6th Floor of The Tea
Building, 56 Shoreditch
High Street, London E16JJ

Company registration
number: 07209813

Registration number with
the UK Information
Commissioner's Office
(ICO): 22976089
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